Abstract. The use of efficient algorithm to detect JPEG file is vital to reduce time taken for analyzing ever increasing data in hard drive or physical memory. In the previous paper, single-byte-marker algorithm is proposed for header detection. In this paper, another novel header detection algorithm called dualbyte-marker is proposed. Based on the experiments done on images from hard disk, physical memory and data set from DFRWS 2006 Challenge, results showed that dual-byte-marker algorithm gives better performance with better execution time for header detection as compared to single-byte-marker.
Introduction
File carving for JPEG can be done much easier by using the file metadata (header, footer and marker) in a non-fragmented environment. Recently, there are some file carving researches that look into the file content rather than using metadata to solve corrupted and fragmented file. Thus, file carving is useful for both, data recovery and computer forensics [1] .
The most common form of file carving is that they analyze headers and footers of a file and try to merge all the blocks in between [2] . One of the most popular JPEG file carving tool is Scalpel [3] . It is an enhancement done based on Foremost. However, most of these file carving tools still fail to merge files that are fragmented. File carving involving fragmented files are discussed in [1, 2, 4, 5, 6] .
JPEG is a compression standard but does not specify a file format. JPEG File Interchange Format (JFIF) is a minimal JPEG file format to enable file exchanges between a wide variety of platforms and applications [7] . It is widely used in the internet. JFIF defines a number of details that are left unspecified by the JPEG standard [8, 9] . Another JPEG format is called JPEG Extended File Information (Exif), created by Japan Electronic Industry Development Association for digital cameras [10] .
Most forensics researchers do not discuss about the JPEG header detection algorithm in detail. Motivation of comparing algorithms for detecting headers is due to ever increasing hard disk size and the backlogs of law enforcement. By developing an automatic JPEG header detector, it would cut the time taken for analysis and can roughly predict the number of JPEG files that exists in a forensically investigated computer. For a forensics investigator who is currently working in the escalating child pornography cases in the internet, the existence of headers in the suspect's computer would mean that there is a possibility of evidence.
In this paper, a novel algorithm called dual-byte-marker for JPEG header detection is proposed. JFIF is used in the experimentations as it is the de-facto format for sharing in many applications and the internet [11] . Nevertheless, the proposed algorithm could also be applied for other JPEG file format by changing the data structure of the header in the algorithm.
The rest of the paper is organized as follows. Section 2 describes single-bytemarker algorithm. Section 3 describes the proposed dual-byte-marker algorithm. Section 4 describes the experimentations done. Section 5 describes the result and discussion. Finally section 6 concludes this paper.
Single-Byte-Marker Algorithm
Single-byte-marker has been found to be more efficient than 20-point-reference algorithm [12] . Therefore, comparison will only be made between the single-bytemarker and the newly proposed dual-byte-marker algorithm. Please refer to [12] for detail explaination of this algorithm. The algorithm is illustrated in Figure 1 . 
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